In today’s world, one cannot be too safe.

(Simplified) Anatomy of a Cyber Attack
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Phishing Attack
The orginal compromise appears 1o have been when the contracton

wat tricked by a phivhing attack into giving up his uter ID and Ph ‘;Shlllng
password. SHll, since his Uber account was protected by multifactor
suthentication (MFA), it still should have been OK Spearphjshll'ng

Right? Right!! Wrong Wha.’."ng

Eventually, the contracton sccepted an MFA request, and the
attacker was in. People, come on! if you get an MFA request you

don’t recognize, you don't approve it! [t s ] rcme e |
American Airlines learns breach caused by
phishing
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Even if you trust— VERIFY

You are the best and most effective cyber defense

Chase Online Alert P

Dear Customer,

JRackspace Support <217376@inha.ackr>
[Te me

At rackspace, we're committed to providing the tools you need to help you monitor your account(s).

*A review of your recent activities regarding multiple login attempt has raised some
e Hover to discover

For your safety we have suspend your login access.Some or all of your emails have been deleted.
tpe v thefitdollar.comy/gabbyr,
tirer.hirml

Bick or tap to follow Enlc

FELRLS

Use the link below to remove restriction on

https.ffapp. racl 2. Li restricti

Please do not reply to this Automatic Alert.

J.P. Morgan will never send
something like this!

We appreciate your business.

Sincerely, o

Online Email Team

“Chase Online Alert”

Awareness | Cyber
& Education | Security

igns of a Phishing email
There is not a Chase logo
The message is sent from

links

a fake email domain
f) Suspicious attachments or

[ Email is poorly written and
could contain spelling and
grammar issues

Does the email make sense
from the senders email?

Is there a way to
contact Customer Service?

Would | nermally send
information via a link | cant
identify?

Phishing Examples:
“Your Netflix Membership is on hold”; “Your Order has been cancelled””

Vior ARAEEA Hbbd CPTG £ SEbEE Bl £20s
ot Amages - Your Duder Has Been Cancelled

Fear Wetin Mo barhip b oo Fold - arills Thusderbicd
o jsveagn Dok Help

#y Paply

amazon NETFLI

alidation failed

“Hover to discover”
the email sender

e eied (o ackvele your acoound by

e wynbemn Yome
e 3
.\r-l.'-ihvl

omall ackiress.

Py

8 VIS (TR O COMPRET Y Ty BCCOURT I

Or

!

Frowie Chc. o e DuGon Cekow

MA@*_@_M.IMM&MP

e

Wy Fuply Al ~

http:ifinterweb-billing9.com/
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Phishing Email sians I
P The message is sent from
a fake email domain
 HOVER TO DISCOVER!

p  Email creates a sense of
urgency

Suspicious attachments
or links

p  Email is poorly written
and could contain spelling}
and grammar issues

When in doubt ....

Verify,
Verify, Verify
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Secure your online accounts
Enable two factor authentication whenever offered!

Strengthen the security of your online accounts

= Enable two-factor authentication wherever offered

= Banking, email, social media, shopping, airline, and
maobile service provider accounts

= Turn on login alerts to warn of any suspicious activity
m Use strong and complex passwords

Passwords
Do you have a password that looks like this?

Top 10 Most Hackable Passwords

123456 password admin princess qwerty

123456789 letmein Baseball iloveyou football

Hackers can crack 2/3 of all passwords

Passwords

Creating strong passwords

Passwords should be:

= Longer, not shorter — use a song, phrase, book title,
more characters is better (8 is not enough!)

Complex, not simple — upper- and lower-case;
numerals and special characters

= Not written down — not on a sticky note, not in
a spreadsheet and not in contact “notes”
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